CYBERSEC 2026

MITRE ATT&CK a
gyakorlatban

Juhasz Réka Nemzetbiztonsagi Szakszolgalat Nemzeti Kiberbiztonsagi Intézet - Kiberbiztonsagi

szakerto

CYBERSEC 2026 - NEPRAJZI MUZEUM 2026.10.05.



MITRE ATT&CK

A gyakorlatban

Reconnaissance

12 techniques

Resource

Development

9 techniques

Initial Access

11 techniques

Databases 5

Search Open
Websites/
Domamns [3)

Search Threat
Vendor Data

Search Victim-
Owned Websites

Active Scanning rx Acquire ACCess Content
Injaction

Gather Victim Acquire

Host Infrastructure g Drive-by

Information (q Compromise

Compromise

Gather Victim Accounts (3 Exploit Public-

Identity Farinig

Information (3 Compromise Application

Infrastructure o

Gather Victim Extermal

Metwork Develop Remote

Information (g Capabilities (g Services

Gather Victim Org Establish Hardware

Information (g ACCOUNtS (3 Additions

Phishing for Generate Phishing (4 n

Information (4 Content (o

- Replication

Query Public Al Dbtain Through

Services Capabilities Removable
Media

Search Closad Stage

Sources Capabilities ;g Supply Chain I
Compromise

Search Open

Technical Trusted

Relationship

Walid
Accounts ()

Wi-Fi Networks

Execution Persistence Privilege Stealth Defense Credential Discovery
Escalation Impairment Access
20 techniques 22 techniques 13 techniques 30 techniques 18 techniques 17 techniques 34 techniques
BITS Jobs Account Abuse Elevation Access Token I Disable or Adversary-in- Account I
Manipulation Control Manipulation ;= Modify System the-Middle 4 Discovery (a
Cloud Mechanism Firewall i
Administration BITS Jobs BITS Jobs Brute Farce g Application
Command Access Token Disable or Window
Bool or Logon Manipulation ;s Bulld Image on radify Tools g Credentials Discovery
Command and Autostart Host from Passward
scripting Execution 14y Agcount Darmain or Slores g Browsear
Interpreter (13 Manipulation 7y Debugger Evasion Tenant Policy Information
Boot or Logon mModification Exploitation for Discovery
Comtainer Initialization Boaot or Logon Delay Execution Credemntial
Administration Scripts 5 Autostart Downgrade ACCESS Cloud
Command Execution 1 Deobfuscate/ Altack Infrastructure
Cloud Decode Files or Forced Discovery
Deploy Container Application Boot or Logon Information Exploitation for Authentication
Integration Initialization Defense Cloud Service
ESXi scripts 5 Direct Volume Impairment Forge Web Dashboard
Administration Compromise ACCEess Credentials (7
Command Haost Software Create of File and Cloud Service
Binary Modify System Execution Directory Input Discovery
Exploitation for Process (5 Guardrails (2 Permissions Capture 4
Client Execution Create Madification (3 Cloud Storage
Account (3 Domain or Exploitation for Modify Object
Hijack Execution I Tenant Policy Stealth Madify Authentication Discovery
Flow (13 Create or Modification Authentication Process g
Madify System Hide Artifacts 14 Process (g Container and
Input Injection Process /= Ezcape to Host Multi-Factor Resource
Hijack Execution Madify Cloud Authermtication Discovery
Inter-Process Event Triggered Evant Triggered Flow ;17 Compute Interception
Communication (3 I Execution g Execution g I Infrastructure ;s Debugger
Indicator Multi-Factor Evaslon
Mative API Exclusive Exploitation for Removal g Maodify Cloud Authentication
Caontral Privilege Resource Redquest Device Drivar
FPoisoned Pipeline Escalation Indirect Command Hierarchy Generation Discovery
Executian External Remota Execution
Services Process Modify Registry Metwork Domain Trust
Scheduled Task/ I Injection 12 Masquerading g2 Sniffing Discovery
Job 5 Implant Internal Modify System
Image Scheduled Obfuscated Files Image (3 085 Credential I File and
Serverless Task/Job 5 of Informmation g Durmping Direciory
Execution Modify MNetwork Discovery
Authentication Valid Pre-0S Boot 5 Bowndary Steal
Shared Modules Process m Accounts . Bridging (1) Application Group Policy
Process Access Token Discovery

[,

CYBERSEC 2026 - NEPRAJZI MUZEUM

"R Y. P

PRz i il

Lateral

Movement

9 techniques

Exploitation of
Remota
Services

Internal
Spearphishing

Lateral Tool
Transfer

Remote
Service
Sassion
Hijacking (2

Remote
Services

Replication
Through
Removable
Media

Software
Deployment

Tools

Taint Shared
Content

Usze Alternate
Authentication
material gg

CYBERSELC
Collection Command and Exfiltration Impact
Control
17 techniques 18 techniques 9 techniques 15 techniques
Adversary-in- Application Automated I Account Acces
the-Middle ;1 Layer Exdfiltration py; Removal
Protocol (5
Archive Data Transfer Data
Collected Communication Size Limits Destruction |
Data 3, Through
Removable Exfittration Data Encryptec
Audio Capture Media Over for Impact
Alternative
Automated Content Frotacol i1 Data
Collection Injection Manipulation
Exfiltration —
Browser Data Over C2 Defacement ;
Session Encoding ) Channel EEE—
Hijacking Disk Wipe z)
Data Exfiltration EEEEE—
Clipboard Data Obfuscation ) Over Other Email Bombing
Metwork ———
Data from Dynamic Medium 1 Endpoint Denial
Cloud Storage Resolution 3 . of Service 4
Exfiltration e
Data from Encrypted Ower Physical Financial Theft
Configuration Channel (3 Medium (1,
Repository Flrmware
Fallback Exfiltration Corruption
Data from Channeals Over Web
Information Service g Inhibit Syster
Repositories (s Hide Recovery
Infrastructure Scheduled ——
Data from Transfer Metwork Denia
Local Systam Ingress Tool of Service 7
Transfer Transfer Data ————
Data from to Cloud Resource
Metwork Multi-Stage Account Hijacking a
Shared Drive Channels ——
Service Stop
Data from Mon-Application
Removable Layer Protocol System
Media Shutdown,/
MWon-Standard Reboot
Data Staged i Fort
Emiail Protocol
Collection g Tunneling

Ol



MITRE ATT&CK
A gyakorlatban

Privilege

Persistence
19 techniques

Execution
12 techniques

Initial Access
9 techniques

Account
Drive-by Manipulation (0/4)
Compromise Exploitation for Client
Execution BITS Jobs
Exploit Public-
Facing Application Container Boot or Logon
Administration Initialization
External Remote Command Scripts (115
Services
Deploy Container Browser
Trusted Extensions
Relationship
Compromise Client  Exploitation for
Replication Software Binary Privilege
Through ' Escalation
Removable Media Communication 12)
Abuse Elevation
Hardware Software Deployment Control
Additions Tools Mechanism ., ,,
Supply Chain Shared Modules Boot or Logon
Compromise (3 Initialization

Scripts

External Remote Domain Policy
Services Maodification (112)
Create Escape to Host
Event Triggered y
Hmuthn {3’15] b

Hijack Execution
Office Application Flow

(511)

Startup (1/6) )

Event Triggered
Implant Internal Execution
Image (3115}
Maodify
Authentication Il
Process

(/4]

Pre-0S Boot

5]

CYBERSEC 2026 - NEPRAJZI MUZEUM

Escalation

13 techniques

Lateral
Movement

9 techniques

Credential
Access

Defense Evasion
39 techniques

Discovery
27 techniques

15 techniques

) Command and
Collection Control

17 techniques

16 techniques

Exploitation of
: Remote
‘actory Services

Lateral Tool
Transfer

Brute Force (2/8) Il

Internal
Spearphishing
Exploitation for
Credential
Access

Remote Service
Session
Hijacking (0/2)

Forced
Authentication

[ !
e

St mencesn g
redentials .. mor m cation
Modify Registry izl Discovery Tm?nugh
Removable
T ooman s Doy
Decobfuscate/Decode Network Sniffing Network Service Software
Files or Information Scanning Deployment
Man-in-the- Tools
Hijack Execution Middle 5 Network Share
Flow (5111) Discovery Taint Shared
Steal Application i Content
Abuse Elevation Control [f] Access Token Permission Groups
Mechanism (1/4) Discovery (23]
Modify I
BITS Jobs Authentication Query Registry
Process (0/4)
Exploitation for Defense Metwork Sniffing
Evasion Steal or Forge
Kerberos Peripheral Device
Build Image on Host Tickets (3/4) Discovery
Deploy Container Steal Web System Metwork
Session Cookie Connections Discovery

Direct Volume Access

Two-Factor System Service

Domain Palicy " Authentication Discovery
Modification 2) Interception
Application Window
Execution Guardrails ., Discovery
Ll
o Browser Bookmark

: Discovery
File and Directory
Permissions I Password Policy
Madification ., Discovery

Data from Local

System

Screen Capture  Non-Standard
Port

Data Staged (,,, [

Audio Capture

Automated Proxy

Collection (34)
Remote Access

Clipboard Data Software

Data from Fallback Channels
Removable Media
Data Encoding 2

Data from Cloud

Storage Object Dynamic
Resolution (13

Data from

Configuration Communication

Repository ., Through
Removable Media

Data from

Information Data

Repositories 72) Obfuscation (2/3)

Data from Protacol Tunneling

Metwork Shared

Drive Multi-Stage

toput apture [

Mon-Application

Man in the Layer Protocol
Browser

Traffic
Email Signaling .,
Collection (2/3)

Web Service 13)
Video Capture
Man-in-the-
Middle (172)

CYBERSEC

02



MITRE ATT&CK
A gyakorlatban

Ml a Keretrendszer celja?

» Tamadol viselkedések leirasa

Teljesség igényével, tamadas életciklusara
bontva

»  Tlaktika: oszlop, miért

A matrix oszlopal, mint pl. az “Impact’, egy tdmadas miértjét rejti

-~ ITP:tactics, Techniques, procedures

Egy specifikus tamadasi mod “hogyanjat” irja le
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https://attack.mitre.org/
http://drive.google.com/file/d/1NiEx2XSEIeFKakOUkZ4nUUtQuJihXslI/view



https://mitre-attack.github.io/attack-navigator/
http://drive.google.com/file/d/1wqkWNizHRpeNDWUq5bvWvGr5xfr7pG2s/view
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Blue team

n Log-ok TTP-kel

Snort/YARA szabdlyok, EDR, SIEM

»  Korrelaciok felfedezése
Milyen TTP-k kerultek el gyakran?

. Osszetett védekezés

Védekezés kialakitasa a sajat és CT|
adatokbdl
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Red team

» Atomic Red team

Gyors, TTP-re mappelt tesztek

»  MITRE Caldera

Adversary emulacios platform

»»  Visszajelzés a blue team-nek

A TTP-k kozos nyelvként szolgalnak
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CTl

» Sajat adatokbadl

ldOvel a sajat adatainkbodl is trendek rajzolddnak ki

02 Hasonlo szervezetek adataibol

Hasonlod profild szervezeteknél hasonld kockazati tényezdk allnak fenn

»  Egyuttmukodés

A keretrendszer kdzos nyelvként megkonnyiti az egyuttmukodeést
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Kitekinto

n  MITRE DSFEND

Hardening, detection, isolation és egyéb védekezési technikak

> MITRE ATLAS

Generativ Al és Al agensek elleni tamadasi technikak

- MITRE CAR

Tudasbazis MITRE alapu detekcidok irasahoz (Sysmon, Splunk, EQL)
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Koszonom a figyelmet!

Juhasz Réka
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