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Defense-in-Depth

A kvantum-fenyegetés

Kvantumszamitogepek

.1 Kvantum-algoritmusok

Kulcscsere és titkositas feltorése

.  HNDL-jelenség

Az torés nem azonnal torténik

- Létezo védelmi modok
PQC, QKD, AES256/SHAS512
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S

CYBERSEC

A kvantum-fenyegetés

A Kinhivasok

 Tervezés soran tobbrétegu védelem (Defense-in-Depth)

e Core: QKD
« Fotonokbdl kulcsok, fizikai torvények adta biztonsag, xX\WWDM
 Edge: PQC

- Atviteli kdzegtdl fuggetlen, matematikai biztonsag, hardveres
vagy szoftveres, Layer 3/Layer 7
 Reziliencia, jovdallosag

« Uzemeltethetdség
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Defense-in-Depth

A gyakorlatban

Minta halozat

Fiktiv webaruhaz, tobbszinti védelemmel ellatva:

HW PQC, SW PQC, QKD, DWDM titkositas
Tobb adatkozpont, tobb telephely, tavmunka,

kiszallitas
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Defense-in-Depth
PQC

Poszt-Kvantum Kriptografia

« Szoftveres vagy dedikalt hardveres megoldas, uj algoritmusok
 Layers-Layer/
 FIPS-203, FIPS-204, FIPS-205 szabvanyok
« 203. ML-KEM
« Kulcscsere
¢ 204-205: ML-DSA és SLH-DSA

« Digitalis alairas

Hibrid-PQC - gyors adaptacio, hagyomanyos és PQ algoritmusok
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Defense-in-Depth
Hardveres PQC

SSH NQX

. Webes felulet

Verziokezelt hazirendekkel

. L2-L3 IPSec VPN

ML-KEM es RFC8784 PPK

»  Kozponti vezérlo egyseég

Teljes HW életciklus-kovetés
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Defense-in-Depth
Hardveres PQC

Modellek

loT-tdl a telephelyeken at az adatkozpontig

CYBERSEC 2026 - NEPRAJZI MUZEUM

NQX 120 “Pico”

Robust solution for remote and mobile sites

e Performance —

+ 1Gbps AES256
+ 15 concurrent tunnels

* 3x1G RJ45 interfaces
* console

e  INterfaces —

+ TPM 2.0

« 2x power intake 12-48VDC

« Dimension: 240 x 44 x 220mm
« Din rail mounting kit

= Operation temp -40..70°C

+ Vibration IEC 60068-2-6

+ Shock IEC60068-2-27

o Hardware —

NQX 51701V

— =

#"SSH

NQX 1160 Desktop

Offices and remote sites to secure data-in-transit between sites

- 6 Gbps AES256
= 200 concurrent tunnels

S Performance —

* 6x1G RJ45 interfaces
* 2x10G SFP+
* console

am  INterfaces —

« TPM 2.0

- power supply 230AC - 12vDC
» Dimension: 240 x 44 x 220mm
- U Rack mounting kit

- Operation temp 0..40°C

mm Hardware —

NQX 1170 High performance desktop

Versatile solution where high bandwidth and minimal latency are critical

- 15 Gbps AES256
- 200 concurrent tunnels

'  Performance —

* 8x1GRl45 interfaces
* 4x10G SFP+
* console

o Nterfaces —

- TPM 20

+ Dual power supply 230AC - 12VDC
« Dimension: 340 x 44 x 250mm

- U Rack mounting kit

- Operation temp 0..40°C

Solution for large sites where granular network segmentation is needed

+ 30 Gbps AES256
+ 1500 concurrent tunnels

Interfaces

* 8x1G RJ45 interfaces
* 4x10G SFP+

* 2 extension slots

* console

Hardware

- TPM 2.0

* Redundant power 100-240VAC

- Hot swappable fans

+ Dimension: 19" 1U (438 x 43 x 480mm)
+ Rail mounting kit

- Operation temp 0..40°C

l Performance L

extension modules
* 4x10G SFP+

* 8x1GSFP

* 8x1GRJ45

'SSH

mm Hardware —

NQX 52001V

QS

For data centers to enable all traffic is secured with strong encryption

+ 60 Gbps AES256
+ 4000 concurrent tunnels

B Performance L

* 2 x 100Gbps QSFP28 interfaces (mod)
* 4x10G SFP+ (mod)

* 2 extension slots

+ Console

. |nterfaces S —

- TPM 2.0

+ Redundant power 100-240VAC

+ Hot swappable fans

+ Dimension: 19" 1U (438 x 43 x 480mm)
» Rail mounting kit

+ Operation temp 0..40°C

B Hardware I

extension modules
* 2x100G QSFP28

* 4x10G SFP+

* 8x1GSFP

* 8x1GRJ45

~4=SSH

~'SSH
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Hardveres PQC

CYBERSEC

NQX 5170

Minta halozat

FW-3 N
PQC képes = N
s - \\ \
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7 g l' \\
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- NQX 120 - jarmuivek N
| \
« NQX 5170 — telephelyek o) g \
. HVT - Mfgasafn:r:iii?lmgény QS VPN -HVT - DB
« NQX 5200 - adatkozpontok GPS  hatkommonikécs

QS VPN - Telephely 1 - DC1
Hibrid IKEv2 - ML-KEM

Hibrid IKEV2 - ML-KEM

\ \‘
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Internet- A\ |
kapcsolat \ |
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- IPSEC-AE‘EE
DB Klaszter
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Defense-in-Depth
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CYBERSEC

Szoftveres PQC

PQC Szabad szoftverekkel

e OpenSSL 3.5

e TLS, PKI
e OpenSSH 9.0

« Tavoli elérés + |P forgalom titkositasa
 strongSwan 6.0.0

 |PSec
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Defense-in-Depth
Szoftveres PQC

Minta halozaot

 Reverse-Proxy és PKI
« PQ SSH Bastion legacy rendszerek elé
« |PSec atavmunkahoz

CYBERSEC 2026 - NEPRAJZI MUZEUM

[root@rhel -wsl
P
User-

TLS

“184 curl s://pqg. techsuppoort. com

= _
Agent is: c /8.12.: ~
TLSv1. 3 —  NQX 5200 HA

Webdruhéz forgalom
QS HTTPS
X25519MLKEM768

T

"|' aur
Your
Y our version is:

A29519MLKEM /68

have negotiated this KeyExchange:

as *

This connection is considered quantum=-safe
LoadBlancer

Powered by
Proudly

[root@rhel —wsl

‘echsuppoorty _
on FreeB5D
“14 |

S
served

Data:
Version: 3 (0x2)
Serial Number: 4098 (0x1002)
Signature Algorithm: ML-DSA-87
Issuer: O=techsuppoort>=_, CN=techsuppoort>_
Validity
Not Before: Jun 12:
Not After = Jun 12=
Subject: CN= 5
Subject Public key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:aB8:70:19:17zel:ea:f6:zc5:37:63:0fzc9:bl:4a:
ba:b4:-db:ba:3c:aa:bc:b7:F5:f9:3e:60:eb-8a:50:
Oc:78:68:d9:d5:10:89:04:6b:fd:70:-F4:28:-9a:b2:
27:F0:d7:79:c7:56:aB:7b:45:48:9b:da:=18:73:7c:
bd:5a:de:0d:3f
ASN1 OID: prime2Sevl
NIST CURVE: P-256

QUANTUM-SAFE LOCAL mTLS CA

D=te:hsuppuurth_
WEB Fejleszttk

Webszerver 1

Iy
| ¢

Webszerver 2

j
| &

Webszerver 3

PKI- QS CA
mTLS - Belsd rendszerek
ML-DSA-87

openbsd# ssh admin@192. 168.56. 254 Legacy rend<zerek Leg?(chSSH
=% LARNI connection is not using a post- :change algorithm
#x This on may be vulnerable to " ' attacks.
## |he - may need to be upgraded. .com/pq. html -
admin@192. 168.56.254's password: - } — '7
A i, .
DB Fejlesztdk
SSH Bastion
root@sitel-bsd:~ # swanctl --list-sas HpspnsEtile
site2site: #1, ESTABLISHED, IKEv2, 928e1b816c566952 i* 16b7828121ed44798
local '10.0.0.2' @ 10.0.9.2[4500] P o
remote "16.6.8.3' @ 10.06.0.3[4500]
AES_CBC-256/HMAC_SHAZ 384 192/PRF_HMAC_SHAZ2 3IBA/ECP_384/KE1 _ML_KEM_768
established 257s ago, rekeying in 1276@s
net-net: #2, reqi d l INSTALLED, TUNNEL, w I’
installed 257s ago, rekeying in 3856s, prlrea in
in c692e879, 816 bytes, 18 packets, strongSwar  HomeOffice
out cc15e722, 1356 bytes, 10 packets, 6.0.0 kliens FTTx 10

local 192.168

remote 192.168.32
root@sitel-bsd:~
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QKD

S

CYBERSEC

Kvantum-Kulcselosztas

 Fotonok manipulacidja optikal linkeken

e Szimmetrikus kulcsok, PFS/DHKE kivaltasa

« Nem csak haldzati eszkdzok szamara hasznos
« ETSIGS QKD API

 ~100km két eszkoz kozott

- BB84/E91 protokoll

« XWDM —akar L1 titkositassal
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Defense-in-Depth
QKD

[INFO] Starting availability checks..

[CLIENT] Getting a key from QKD RAlice...
[CLIENT] Response from QKD RAlice: {

"Keys': [
{
A p | “key_ID": "3f752b7f-1866-45bf-Bbbe-f78a58ab77cl”,
"key": "E/XyfsyBvFKSxutpgbGTnlgEYBwKh3HD2VeyBG+t4dBk="

A QKD eszkozok barmivel integralhatdak,

[SERVER] Starting server
c c z z c [SERVER] Getting the key with ID:3f752b7f-1866-45bf-8Bbbe-f78a5B8ab77cl from QKD
amennyiben a kliens képes az alabbiakra: [SERVER] Response from QKD Bob: {

Keys™: [

o (
HTTPS "key_ID": “3f752b7f-1866-45bf-Bbbe-f78a58a677c1",
"key": "E/XyfsyBvFK9xutpgbGTnlgEYBwKh3HD2VeyBG+t48k="
. TLSV1.3 ;

e MTLS

[SERVER] Starting encrypted channel..

CLIENT] Sending message: "Hello from Client! Date is: 2826-88-24 13:83:47" to server using encruption..

[SERVER] Received encrypted message: Hello from Client! Date is: 282b-8BB-24 13:83:47
[SERVER] Stopping server

CYBERSEC 2026 - NEPRAJZI MUZEUM 12



Defense-in-Depth
QKD

HEQA Sceptre termekcsalad

. Tobb modell

Link, Hub&Spoke, DUO, Modularis

»  Fokuszban az uzemeltetd
APIl, SNMP, LED-ek, Web Ul, KMS

- exeQtive

Kozponti felugyeleti rendszer

CYBERSEC 2026 - NEPRAJZI MUZEUM
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Defense-in-Depth
QKD

M O d e | ‘ e k SCEPTREHUB SCEPTRE SCEPTRE DUO SCEPTRE LINK qRx SCEPTRE LINK qTx

« Link: Klasszikus Alice-Bob

« DUO: Alice és Bob 1U-ban

- HUB/Spoke:1Bob - 4 Alice

« MODULAR: sokoldalu és csak 2U

II: A

SECURITY

CYBERSEC 2026 - NEPRAJZI MUZEUM 14



Defense-in-Depth
QKD

CYBERSEC

QS VPN - DC1-DC2
Hibrid IKEvZ - ML-KEM

e e e = == = T mm mm = e, = e =

M ¢ rd rd IPSEC - AES256/SHA512 - QKD KMS
INTta Nalozat
. . CHX QUANTUM - 1310 nm
4 csatorna: Egyéb u SYNC - 1550 nm
o DWDM_en kereSZtU| L ZQKD eszkdz QKD eszkdz L
QNT, QnT,
* Kvantum -1310 nm - fotonok SYNC S
* Szinkron —1550 nm - orajel Sotétszal DWDM
L1 Titkositott

 Ethernet-en keresztul
* Service — DS BB84 - publikus mérések

e KMS - kulcsok a titkosito eszkozoknek

CYBERSEC 2026 - NEPRAJZI MUZEUM 15



Defense-in-Depth

Zaro gondolatok

Osszefoglald

. Eznem a jovd!

A kvantumtechnoldgia és a védelmi megoldasok mar itt vannak.

> lObbréetegu védelem
QKD — Core, PQC — Edge+App szinten

- e mar felkészultéel? [=]: 75 o]

https://pa.relnet.hu E
a

CYBERSEC 2026 - NEPRAJZI MUZEUM
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https://pq.relnet.hu/

Defense-in-Depth
PQC+QKD

S

CYBERSEC

Koszonom a figyelmet!

Poor Gergely
gpoor@relnet.hu
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